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to the development of several domestic and international consensus
standards for software, security, and functional safety. His current focus looks
at the intersection of cybersecurity and safe medical device interoperability.



To begin, we need to
understand the term
“Cyber”

Before there was cyber-anything, there was the
field of cybernetics. Pioneered in the late 1940s
by a group of specialists in fields ranging from
biology to engineering to social sciences,
cybernetics was concerned with the study of
communication and control systems in living
beings and machines. The interest in how systems
work is reflected in the etymology of cybernetic,
which comes from the Greek word kubernétés
(kuBepvav), ‘steersman’, from kubernan ‘to steer’.

Dionysus and the Steersman

- Oxford University Press
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http://www.oxforddictionaries.com/us/definition/american_english/cybernetics

Today, the term “steering” may refer to a very
different looking activity.

@ Solutions



With all of the “things” that are now
connected together, it is important to “steer”
carefully when navigating the information
superhighway.

This can help us build cyber physical systems
that are cyber secure, cyber safe, and cyber
resilient.
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We can now connect almost anything to the
internet...new or old.

When these “things” help promote
healthcare, this gives us the “medical Internet
of Things”
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What the Application
‘end user’ sees

The mloT is more than just “medical things”

Data Translatioﬁ‘gﬁ Presentation
" Representation
) / Interhost Session
It's a complex technology stack that has Comminication

many layers intended to enable reliable, safe, I s —
secure, and effective communications. / / \\!

Routing of Data Packets \ Network

Media Access Control (MAC) | Datalink

What makes the “medical” aspect unique is ; |
the imperative of patient safety where harm e e e
and healing may need to be carefully

balanced.
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TCP

UDP

There are trade-offs and risks to consider at
every step.

What are the clinical use cases for the
application of this technology?

What’s more important to patient safety,
speed or accuracy?
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Reliable

Unreliable

Connection-oriented

Connectionless

Segment retransmission
and flow control through
windowing

No windowing or
retransmission

Segment sequencing

No sequencing

Acknowledge segments

No acknowledgement




Highly simplified example of a
software controlled ventilator DISCLAIMER

The examples provided in

) this presentation are for
educational purposes only.

They are highly

oversimplified in order to

i demonstrate foundational

)) concepts of Safety Science,

which includes security, and

they should not be the sole

basis for the development or

evaluation of medical

[ ] devices or other products
intended for real-world use.

ON®,
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What problem are we solving? .

Why an loT ventilator?

@ Solutions 10



What exactly do we need to build?

Muscular system
Skeletal system

Peripheral Nervous
System
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STPA Set Points

Control Algorithms

Controller h

Brain (medulla oblongata)

____________________

Actuators Sensors |
Controlled | Variables Measured
pemm-- _Variables
' i > Controlled Process I:) !
1 Process |nputs —)| Process; Outputs

Disturbances

. Breathing

Oxygenation ™

behaviour /

constraint

Input/
behaviour /
constraint

Assessing each part of control loop
v v v v
FSM (S\ Input/ behavlour / constraint fs\
Expiration

Inspiration

Chemoreceptors
Proprioceptors

Peripheral Nervous
System

Integrating State Machine Analysis with System-Theoretic
Process Analysis; Abdulkhaleq and Wagoner
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How do we go about building this?

Control Algorithms

STPA Set Points
Electromechanical Controllr —1¢—
pump | [T
0 to 5-V0|t Signal Actuators Sensors :
Controlled | Variables Measured
------ Variables

' | —>
1 Process |nputs —)|
! '

i

Controlled Process I:)

Disturbances may

Disturbances

----- A

1
Process Outputs

----------

|
Microcontroller / SW

Servo feedback
Digital 1/0

. Breathing

. L
be used to define : = , 1
! i Assessing each part of control loop
tests v v v
‘ FSM (S\ Input/ behaviour / constraint rs\ E . t.
) Xpiration
Oxygenation -
yg behaviour / behaviour /
constraint ‘:n:;;::‘r

L

Inspiration
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FSM is Finite State Machine

Control
structures
can help
define
pass / fail
criteria
for tests

—

Integrating State Machine Analysis with System-Theoretic
Process Analysis; Abdulkhaleq and Wagoner
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What are some important performance parameters?

Waveforms for volume-cycle

ventilator A B c D
Pressure, flow, and volume
waveforms for a volume-cycle

0
ventilator using a constant flow

generator (square wave) at baseline Inspiration
(A), and with increased delivered tidal

Pressure

volume (B), reduced lung compliance § 0+4 iV ! \ 4 } []
(C), and enhanced respira.tor flow rate Expiration v V V
(D). An increase in peak airway 2
pressure occurs in the last three 5 /\
settings. S A
g 2 A A
3
Time

Adapted from Spearman, CB, Egan, DF, Egan, J, Fundamentals
of respirator therapy, 4™" ed, Mosby, st Louis, 1982.
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We need a good plan to help get us started

Process Input
+ Customer
needs/objectives/requirements
Mission:

s
- Measures of effectiveness

=
8
23
5
]
s
g
8

Output requirements from prior
development effort
Program decision

Requirement Analysis

Analyze missions and environments
Identify functional requirements 7
Define/Refine performance and design
Constraint requirements

Requirements applied through

Requirements Loop 1/

specifications and standards

Functional Analysis/Allocation
~ Decompose to lower-level functions
Allocate performance and other limiting
requirements to all functional levels
Define/Refine interfaces (internal/external)
D

Related Terms:
Gustomer

Primary Functions
ystem Elements

Davelopment, Producti
Hardware. Software. Pe

Organizatons responsibie for Primary Functions
onstructon, Verification. Deployment, Op
onnel, Faciities. Data, Material. Services, Techniques

functional architecture
Design Loop l

System
Analysis
and Control
(Balance)

Trade-off studies
Effectiveness analyses

Risk management

Configuration management

Interface management

Data management

Performance measurement
MS

- Technical reviews

Synthesis
« Transform architecture (functional to physical)

Verfieston |+ Define alternative system concepts, configuration

items and system elements
+ Select preferred product and process solutions

physical interfaces

Process Output

s, Support, Training, Disposal

+ Development Level Dependent
- Decision database
- System/configuration item architecture
Specifications and baselines

Source: /v dau.milpubslpdtS

P “Systems E: 0 1 University Press, 2001

+4\/

Voo

PIC

RrB

OoND

Controller

Then we need to start selecting the technologies we want to use.

U|_ Solutions
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We need a way to move the air

We also need feedback about the motion control and displacement of air.
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We need to move the air in the right way

The intellectual property (IP) around motion control can be a significant corporate asset

+4\V A B (o3 D
~
L] h /\ / \ / \ A
3
3% 3
o0
o
2 p
PIC ", %* % = 2 A ) Inspiration
RE —>—= AN\ g e /
) < P o g ¥ — — ]
i ,- o
g |\0 e i V
— o Expiration
ok |4 )
£
3
< | SERVO ° A /\ A
+4V Time Base ;
= Pulse Wicth In Meutral Position §
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Can we adjust those parameters remotely?
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REMOTE[RS232]
Wichit Sirichote 11-05-2543

http://www.kswichit.com/easyserver0.9/easyserver0.9.htm

5y
[4 1+
™ Ilﬁﬁ MHz
MCLE. =
05t 15__,__{ 20gF 2
RE1 5 O
05C24|
RE?
RAL
" DBE9 COM1
RAD ©} 2
RBS it 0 [R:D
RE0 1
RBSt—/W——to | T:0
20k
5 Ao |ewp
Vss
J__ PIC16F84 =
= remote.hex

Use Cases:
- Local control HMI on PLC
- Remote control via browser
- Native app on mobile device

PLC

Serial
to
TCPI/IP

Mobile
Server App

|
Browser
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What could go wrong?

Electromechanical
pump
0 to 5-volt signal

Threat modeling can help
to expose where intentional
disturbances may be
introduced
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Control Algorithms
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Inspiration
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Digital 1/0

Integrating State Machine Analysis with
System-Theoretic Process Analysis;
Abdulkhaleq and Wagoner
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Hazard analysis is one way to think through this

Threat Actor

Hazardous
source

Energy/Substance ... or data

Eliminate
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Attack Vector

Transfer
mechanism

Asset or Process

Susceptible
part

Warn

Harm

* Person (injury/health)
* Property (fire)

* Environment

Reduce susceptibility
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Threat modeling can help define information flows

/. PEVPILPH

\
\ ' 5
\ Gateway Storage Web Server Storage
Patient \‘ (encrypted) : encrypted
LY 1
Y 1
i itori \ ‘\ P, F, V, PlI, PHI, keys ! ! P,F, V, Pll, PHI, keys
Pat'e”%/a“t’:'to””g \‘ \ " ete (entry pied)) ' ,I Web Sirver etc (encrypted)
\ ‘\ 4 [}
1 \ ul an(}Catewa}, 1
: 1 \ )
V‘e'ljt'tl,it,.f’r P, F, V, PIl, PHI, keys, \ PLCUI+ / b.F,V, Pll, PHI, keys, web A
Controller etc... (encrypted) —y Gateway etc (TLS) PP
I \
] AS -
] L
1 e—
P, F,V, PII, PHI, keys, 1 P, F,V, PII, PHI, keys,
etc (encrypted) Embedded Controller etc (TE_ )
l’ credentials S-——ao
-~
1] P, F, V, PIl, PHI ’ S~o
/ ,/ ~,
Embedded Control 7 Vg
Storage (encrypted) Y . 7. Browser
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7 /
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4

credentials
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Mobile Device Storage
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Ventilator Induced Lung Injuries (VILI)
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PIC

Pulse Amplitude

LALALAUA
;nI!::\ — — |
S viovbv
Pl A LAA

stimulus

Local inflammation
(macrophages, neutrophilis,
epithelial cells)

Cell injury/death

(necrosis/apoptosis)

Time

Mechani

—>( Barrier disruption

Multisystem organ
failure

Decreased airspace
edema clearance

|

Pulmonary edema
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Basic safety impact: fire

REMOTE[RS232)
Wichit Sirichote 11-05-2543

hitp:/fwww.kswichit com/easyserver0.9/easyserver0.9.htm

v
114
e Ilﬁﬂ; MHz
MCLR
osc1 2F x2
RB1 D
USCZ.IS_‘Li
RB2
RAL
N DBY COM1
RA0 12 )
RB ‘(A‘II,V”'{'k o RxD)
RBO  prshl A 3o |mm| TCP/IP

S Vss
J__ PIC16F84

remote.hex

20k 5

tO |an

]

LAN

Pulse Amplitude

Time Base
Pulse Width In Meutral Position

SERVO
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Motor overdriven and overheating leads to fire
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Security impact: stolen IP

. Y Exfiltration of intellectual property
+ .
. %ux _v]df élﬁm (e.g., algorithms)
: 1:;11 gsm% quF % -
-|J_ :lLSl oscz;‘ :

¢ {RB2

5V 220
: &b
motor DBY COM!1
12V RELAY vy D RAD p k. 2P\ puc
@ 6 RBS =y 0
3904 RB0 pastl A do[t0) TCP/IP| ——  LAN
20k
L 5 10 |ang
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Wichit Sirichote 11-05-2543 retmote. e

http://www.kswichit.com/easyserver0.9/easyserver0.9.
htm
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Today, researchers are even working on
implantable ventilators.
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Standards can help improve patient safety and security

Total product lifecycle

Concept of operations
Requiremnets and architecture
Detailed design

Development

Integration, test and verification
System V&V

Operation and maintenance
Decommissioning / disposal

Accommodates variations
in technical implementation
standards
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EC 80001 R e Network risk / supply chain responsibilities

ISO 13485

.................. Minimizing systematic product defects

ISO 14971 . . .
AAMITIR57 N\ |ieitieieieie it Managing product security risks

IEC 62304
ECS10015-1 N | | ettty Managing software development risks

UL 2900-2-1

énectivk

—————————————————— Integrating safety and security

--------------------- Testing secutity attributes and controls

HL7, FHIR,
DICOM, Open,
ICE, efc... f
Claim 3
SSI, SSH, SIMIME, PGP, @
o
etc...
[0]
i :
HTTP, FTP, RPC, IPSec, PPTP, ©
L2F, L2TP, etc... >
7]
0
<
TCP, UDP, IP, NTP, DDP, RINA, etc...

Ethernet, Wifi, BlueTooth, Zigbee, etc...
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The future of wearables, robots, and the medical
internet of everything is just steps away

Mal to Wofle

ER - Smart alarms

utilize cloud data
and EHR e
Surgery = /

all data available ’

Fall Detected at home

Randall doesn’t get up ; Certification of
S~ eroperability

Discharge Pain meds: 9
. 2 Pa=—=— | Reduce risk of injury A
Py = .
él,/?’ pe—— and false alarms Real-time
W e blue button

Device/Genomic
Prescription CDS

this graphic depicts a mix

of cugrﬁql and planned SMAQT 4
capabilities. A’\/H’_'IQK_;A

@S"'"ﬁms https://mdpnp.mgh.harvard.edu/astra-portfolio/global-city-teams-challenge-smartamerica/
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